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Security Certificate Issues with Internet Explorer 7
and Firefox

NOTE: Internet Explorer is the preferred browser for ELVIS supported workstations.

Recent changes to Microsoft Internet Explorer 7 and later versions of Firefox may cause
certain secure pages and login scripts to receive Security Certificate Errors. In most
cases, these errors refer to an invalid, mismatched or expired certificate. If you are
receiving this error when accessing the KSC LSP Portal, please follow the instructions
below to install the Launch Services Certificate.

Internet Explorer
1. Access the KSC LSP Portal website at https://elvprogram.ksc.nasa.gov/.

2. If you receive a certificate error message, continue on to the website.

NOTE: These instructions are applicable to the error message on the KSC LSP Portal
website ONLY. Under normal circumstances, do not ignore such certificate errors as they
may be indicative of a dangerous website.

3. Click the Launch Services Certificate hyperlink in the Frequently Used Products
area.

For further assistance, contact the ELVIS IT Help Desk: 321.867.8090
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Potential Scripting Violation

This Web site is adding one or mare certificates to this computer, Allowing an untrusted Web site to update your certificates is a security risk. The Web
site could install certificates you do not trust, which could allow programs that you do not trust to run on this computer and gain accesz to your data.
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Do you want this program to add the certificates now? Click Yes if you trust this Web site, Otherwise, dick No.

You will receive confirmation that the certificate has been installed.
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Your certificate has been installed.
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NOTE: ERBIS users will have to repeat steps 1 through 4 to validate the ERBIS security
certificate when they access the ERBIS application.

For further assistance, contact the ELVIS IT Help Desk: 321.867.8090



Firefox

1. Access the KSC LSP Portal website at https://elvprogram.ksc.nasa.qgov/.

©3 page Load Error - Mozilla Firefox
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elvprogram.ksc.nasa.gov uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is unknown.

(Error code: sec_error_unknown_issuer)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server.

= If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

Or you can add an exception....

Done

2. Click the Or you can add an exception... hyperlink.
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elvprogram.ksc.nasa.gov uses an invalid security certificate.
The certfficate is not trusted because the issuer certificate is unknown.

(Error code: sec_error_unknown_issuer)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server.

= If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

‘fou should not add an exception if you are using an internet connection that you do not trust
completely or if you are not used to seeing a warning for this server.

Getme out of here! ] [Add Exception...

Done

3. Click Add Exception...

For further assistance, contact the ELVIS IT Help Desk: 321.867.8090




Add Security Exception

fou are about to override how Firefox identifies this site,

-"'\ Legitimate banks, stores, and other public sites will not ask you to do this.
[N
Server
Location: | | Get Certificate
Certificate Status

Cancel

4. Click Get Certificate.
5. Click View to review the certificate details..

Certificate Viewer:"elvprogram.ksc.nasa.gov"

{| Details

Could not verify this certificate for unknown reasons.

Issued To

Common Mame {CN) elvprogram.ksc.nasa.gov

QOrganization {0) MASA

COrganizational Unit {OU) LaunchServices

Serial Number 10:5C:B8:BE:00:00:00:00:00: 15

Issued By

Common MName {CN) LaunchServices

Crganization {0) MASA

Organizational Unit {OU)  Launch Services

Validity

Issued On 2(28/2008

Expires On 2/28/200%

Fingerprints

SHA 1 Fingerprint 66:0A:E6:36:B0:E2:B8:5B:43:C 1:40:6A: 27:F 5:C9: 75: 3B: 40:FB: 02
MD5 Fingerprint A9:08:74: 2F:F4:04:41:45:10: 12: 2E:99:C7:4C:C4:92

6. Click Close.

For further assistance, contact the ELVIS IT Help Desk: 321.867.8090
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Add Security Exception

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | https: /jelvprogram. ksc.nasa.gov default. asp?proxyid=-1 | | Get Certificate

Certificate Status
This site attempts to identify itself with invalid information.

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized autharity.

Permanently store this exception

[Q:unﬁrm Security Exceptiu:un] [ Cancel ]

7. Verify the Permanently store this exception checkbox is selected.
8. Click Confirm Security Exception. You will be redirected to the Portal.

NOTE: ERBIS users will have to repeat steps 1 through 8 to validate the ERBIS security
certificate when they access the ERBIS application.

For further assistance, contact the ELVIS IT Help Desk: 321.867.8090



